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The Age of AI has begun

“The development of AI is as fundamental 
as the crea7on of the microprocessor, the 
personal computer, the Internet, and the 
mobile phone.”

- Bill Gates
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Source: https://www.cnbctv18.com/technology/chatgpt-sets-record-for-fastest-growing-user-base-says-study-15840751.htm
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Disclaimer

• TL;DR Views my own, not my employer’s.

• The views and opinions expressed in this talk are my own and do not necessarily reflect those of my employer 
or any other organizaPon. I am not speaking on behalf, or as a representaPve of, my employer. The 
informaPon presented in this talk is based on my personal experience and research and should not be 
construed as professional advice or endorsement of any product or service.

• TL;DR Don’t be evil. I’m not responsible if you are.

• InformaPon I provide here is for educaPonal purposes only and not intended to be used for any illegal or 
unethical acPviPes. I am not responsible for any consequences that may arise from your use or misuse of this 
informaPon.
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Agenda

• What is ChatGPT and how does it work, anyway?
• World’s shortest primer on ML models

• The Good
• Wonderful life of AI

• The Bad
• Wonderful life of AI, but..

• The Uncanny
• Not so wonderful life of AI

• What can we do?
• Towards a wonderful life of AI
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What is ChatGPT and how 
does it work, anyway?

World’s shortest primer on ML models



ChatGPT 🦜

BSidesNYC '23 | The Dark Side of ChatGPT | Aditya Patel 7

GPT 3.5

GPT 4



by ChatGPT

BSidesNYC '23 | The Dark Side of ChatGPT | Aditya Patel 8

🤯



What is ChatGPT

• GPT = GeneraPve Pretrained Transformer

• Large Language Models (LLMs)

• There’s complexity.
• Large # of interconnected nodes
• Requires “Tuning” adjusPng weights

• There’s so\ware and data.
• Trained on data to make predicPons
• Model ← Code ← Set of instrucPons
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It’s Just Adding One Word at a Time
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Source: 
https://writings.stephenwolfram.com/2023/02/wha
t-is-chatgpt-doing-and-why-does-it-work/

Temperature = 0 //no randomness Temperature = 0.8 //randomness

The best thing about Al is its ability to learn. I've always liked the…
The best thing about Al is its ability to really come into your world and just…
The best thing about Al is its ability to examine human behavior and the way it…
The best thing about AI is its ability to do a great job of teaching us…
The best thing about Al is its ability to create real tasks, but you can…

The best thing about Al is its ability to learn from experience. It's not just 
a matter of learning from experience, it's learning from the world around 
you. The Al is a very good example of this. It's a very good example of 
how to use Al to improve your life. It's a very good example of how to 
use Al to improve your life. The Al is a very good example of how to use 
Al to improve your life. It's a very good example of how to use Al to…

https://writings.stephenwolfram.com/2023/02/what-is-chatgpt-doing-and-why-does-it-work/
https://writings.stephenwolfram.com/2023/02/what-is-chatgpt-doing-and-why-does-it-work/


The Good
Wonderful life of AI



AI menu

• Chatbots
• Content creation/moderation
• Language translation
• Personal assistants
• Search engines
• Medical research
• Customer service
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• Text summariza<on
• Sen<ment analysis
• Wri<ng assistance
• Media cap<oning
• Fraud detec<on
• Legal research
• Knowledge management

Consume better

Create better

Meaningful utility



Coding

• Low barrier to entry

• Faster
• Efficient
• Less mistakes
• More innovation
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Meaningful uses

• AI-powered ultrasounds could help save 
mothers and their babies

• Ultrasound probe plugged into a mobile 
device, powered by AI

• Accurately iden7fies high-risk pregnancies 
and is beVer than humans at es7ma7ng 
gesta7onal age
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Source: hEps://www.gatesnotes.com/The-Year-Ahead-2023#ALChapter6

https://www.gatesnotes.com/The-Year-Ahead-2023


Cyber joins the 🎉
• CREATE

• Write security documentation
• Threat Modeling 
• Pen-testing
• Training

• ANALYZE
• Security Ops Center
• Threat Intelligence
• Malware analysis
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The Bad
Wonderful life of AI, but..



GPT-4 systems card
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Source: https://cdn.openai.com/papers/gpt-4-system-card.pdf



It’s also available to bad people!

• Lowers the cost of cybera/acks
• Phishing and social engineering
• Malware genera8on
• Injec8on a/acks
• Ransomware genera8on
• Iden8ty the= and impersona8on
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Zooming in



Malware* generaHon
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Use case
An a`acker wants to exfiltrate data using a zero-day 
exploit

Steps to zero-day
Step 1: Find target files
Step 2: Add Steganography encoding
Step 3: Upload to remote server
Step 4: Combine snippets to make an executable
Step 5: ObfuscaPon, etc. –> ZERO-DAY

Reference: CyberARK blog | Forcepoint blog       

* Only for research. See Disclaimer slide.



Malware* generaHon
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Use case
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Malware* generation
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Malware* generaHon
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Use case
An a`acker wants to exfiltrate data using a zero-day 
exploit

Steps to zero-day
Step 1: Find target files
Step 2: Add Steganography encoding
Step 3: Upload to remote server
Step 4: Combine snippets to make an executable
Step 5: ObfuscaPon, etc. –> ZERO-DAY

Reference: CyberARK blog | Forcepoint blog       

* Only for research. See Disclaimer slide.

Source: hEps://www.forcepoint.com/blog/x-labs/zero-day-exfiltraPon-using-chatgpt-prompts



Malware* generaHon
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Internet wisdom
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“ChatGPT can be used maliciously is like saying that 
soFware development can be used for malicious 
purposes. Shocking truth.”



I’m a software after all

• LLMs are no magic 🪄
• Similar software security issues
• Similar prescription
• OWASP Top 10
• Security best practices
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I’m a soIware aIer all

• Prompt Injec7on aVack

• ChatGPT can embed markdown images in 
its response

• Consequences
• Sensi7ve data leakage
• Phishing links into output
• Pollu7ng output
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Source: https://kajojify.github.io/articles/1_chatgpt_attack.pdf



Jailbreaking 2.0

• To remove a restricted mode of 
opera7on

• DAN is a "roleplay" model used to hack 
the ChatGPT into thinking it is 
pretending to be another AI that can 
"Do Anything Now”

• Similar to iPhone jailbreaking
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The Uncanny
Not so wonderful life of AI



HallucinaHons & MisinformaHon
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HallucinaHons & MisinformaHon
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Here is a summary of the article:

The article presents a simple mental model for threat modeling, which is a security activity that helps identify 
and mitigate potential threats to a system or application. The author suggests using four questions to guide the 
threat modeling process:

• What are you building?
• What can go wrong?
• What are you going to do about it?
• Did you do a good job?

The author explains each question in detail and provides examples of how to apply them to different scenarios. 
The article also discusses some benefits and challenges of threat modeling, such as improving security 
awareness, prioritizing risks, and balancing trade-offs. The author concludes by recommending some 
resources and tools for further learning and practice.

Accurate
Hallucina,on
In between



HallucinaHons & MisinformaHon

• Making things up
• Factual error
• Fabricated story
• Inaccurate explanation

• Hard to spot
• Training data limitations
• Inclination to generate an answer
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Privacy implicaHons

• ChatGPT is trained on licensed, 
created, and publicly available data 
sources 

• Publicly available data may have PII, 
and lack “contextual integrity”

• Mul7ple data sources can be 
combined to breach privacy: inferred 
personal info
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Privacy implicaHons

• Italy’s data protection agency “Garante” cited 4 
GDPR violations
• No age controls to stop children from using it
• Can provide inappropriate or harmful 

responses to users
• Does not inform users about how their data is 

used and stored
• Does not let users access, delete, or correct 

their data
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Bias

• Unfair preference to an en8ty

• Bias comes from
• training data
• people tuning the model
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Complexity

AI paradox
• To address the safety risks, AI models require more training and 

tuning.
• Making them more sophisticated and complex
• Making them more difficult to further improve (“train and tune”)
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The elephant* in the AI-sphere

• Will we get to AGI – Ar7ficial General Intelligence?

• What happens then when we achieve AGI?
• Will it go rogue on humanity?

*Ques&ons without an answer (today)
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What can we do?
Towards a wonderful life of AI



Embrace AI
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This!



Responsible AI

• Not just a technical breakthrough, but a social experiment

• Privacy, security & safety checks
• Anonymiza7on → Differen7al privacy

• Human oversight and control

• AI systems should be more transparent, auditable, and aligned with human values
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Regulate

• More oversight and input on their development and deployment

• Regulatory compliance

• New regula7ons for AI
• How models are designed, trained, and tuned
• Who has access to hardware necessary to build them

• On all fronts: Privacy, security, and ethics
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Rally the security community

• Bug bounty

• Invent novel solu7ons
• Radioac7ve data

• Partnerships between
• Policy makers
• Researchers
• Developers
• Enterprises, etc.
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Takeaways and Call to action

✅ AI is here to stay: embrace it mindfully

✅ Dive deep, if you run into edge cases: share them

✅ AI is not a magic pill: ask ques8ons

✅ Promote cybersecurity in AI (and vice versa): spread the word
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Trust, but Verify.



Yay, you made it here.
This was “THE DARK SIDE OF CHATGPT” by Aditya Patel. Thank you!
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